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Termin supplicant se koristi u IEEE 802.1X standardu. U Sirem znacenju, ovaj termin predstavlja
entitet (korisnik ili uredaj) koji zahteva da bude autentifikovan u datom sistemu. U praksi, supplicant
je program koji je instaliran na korisnikovom rac¢unaru. Korisniku je potreban supplicant program
kako bi na siguran nacin pristupio datim mreznim resursima i uz pomo¢ neophodnih podataka (npr.
korisnickog imena i lozinke) izvrSio proces autentifikacije. Supplicant program je u vecini slucajeva
neophodan, jer standardne distribucije operativnih sistema nemaju podrsku za koris¢enje protokola
koji omogudavaju visok stepen zastite pri komunikaciji.

Supplicant programi koji su danas najvise u upotrebi su: SecureW2 (napravljen od strane SecuereW2
organizacije), Aegis (Cisco), Odyssey (Juniper Networks), wpa_supplicant i Xsupplicant.

SecureW?2

U ovom dokument biée opisan rad sa SecureW2 programom koji trenutno pruza podrsku samo za
Windows platformu (Windows XP Service Pack 2 (minimum), Windows Vista, Windows 7 i Windows
Mobile).

SecureW?2 EapSuite je open-source projekat koji dodaje EAP (Extensible Authentication Protocol)
metode na Windows platformu. Sigurnost koris¢enja EAP metoda sastoji se u stvaranju TLS
(Transport Layer Security) tunela izmedu korisnika i servera koji vrsi autentifikaciju. Dati tunel se
stvara pre slanja korisnikovih identifikacionih podataka (korisnicko ime i lozinka),Cime se postize
zastita poslatih identifikacionih podataka. Takode je mogude i verifikovati autentifikacioni server na
osnovu datih sertifikata. Trenutno, EAP Suite podrzava sledeée protokole: EAP-TTLS, EAP-GTC, EAP-
PEAP (verzije 0i 1) i EAP-SIM.

Za AMRES korisnike, obezbedena je verzija Securew2 programa sa odredenim predefinisanim
parametrima specificnim za AMRES eduroam servis. Ova verzija programa se moze preuzeti na adresi
www.eduroam.ac.rs/downloads/SecureW2 AMRES.exe .

Instalacija SecureW2 na racunare sa Windows XP operativnim sistemom

Preuzmite i pokrenite fajl za instalaciju SecureW2_AMRES.exe (sa adrese
www.eduroam.ac.rs/downloads/SecureW2 AMRES.exe) . Na prikazanom prozoru kliknuti OK.

0.0 Setup: Installing A =2E8)

Execute: SecuretW'2_EAP_ Suite_114.exe

Shiow d

Installer Language f'5__<|

Q Please select a language.

N |

[ Ok ] [ Cancel ]

[ EE
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Pa Next.

< SecureW 2 EAP Suite 1.1.4 for Windows Setup

20X

Welcome to the Securew? EAP

O Suite 1.1.4 for Windows Setup

[— Setup will guide wou through the inskallation of SecuretWz
Secu reW2 EAP Suite 1.1.4 for Windows,

computer,

Click. Mext to continue.,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant syskem files without having to reboot wour

Mext = ]

[ Zancel

Zatim I Agree.

<7 SecureW?2 EAP Suite 1.1.4 for Windows Setup

License Agreement

Windows,

Press Page Down to see the rest of the agreement,

Please review the license terms before installing Secure'Wz EAP Suite 1.1.4 Far

EEX

| Securewz Eap Suite, Copyright (C) Secureiwz

{at vour option) any later version,

agreement to install Securet'z EAP Suite 1.1.4 For Windows,

This program is distributed in the hope that it will be useful,
bt WITHOUT AMNY WARRAMNTY; without even the implied warranty of
MERCHANTABILITY or FITMESS FOR & PARTICULAR PURPOSE,

This program is free software; vou can redistribute it andfor madify
it under the kerms of the GRU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

| £

If ywou accept the kerms of the agreement, click T Agree to continue, You must accept the

< Back

” I Agree ]

[ Cancel
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Na ovom prozoru samo kliknuti Install.

< SecureW 2 EAP Suite 1.1.4 for Windows Setup

Choose Components
Choose which Features of Secure'WZ EAP Suite 1.1.4 For Windows vou want to install, Q

Check the compaonents vou want to install and uncheck the components vou don't wank to
install, Click Install to start the installation,

Select components ko install: TTLS 4.1.0 S
[Jatcia.0
[JPEAR 1.0.0

Space required: 3.6ME

< Back “ Inskall ] [ Zancel

Prilikom instalacije otvorice se prozor u koji je potrebno uneti korisni¢ko ime i lozinku. Korisni¢ko ime
je u formi korisnicko_ime@domen (na primer: pera@bg.ac.rs). Zatim kliknuti OK.

&

SecureW?2

nesite Yase korisnicko ime:

Priofile: ] DEFALILT

Username:; |knrisnickn_ime@damen|

sekkkkckskkkeokokek bk
Passwiord: ]

Re-enter Password: ] e

]

Ik | Cancel

< Back Mext = Cancel
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| na kraju Finish, pri tome voditi raduna da je izabrana opcija Reboot now. RaCunar se mora
restartovati da bi se instalacija zavrsila.

Completing the SecureW?2 EAP
Suite 1.1.4 for Windows Setup

< SecureW 2 EAP Suite 1.1.4 for Windows Setup

C— Your cornputer musk be restarted in order to complete the
Secu rewz installation of Secure'z EAP Suite 1.1.4 for Windows, Do
wou wank ko reboot nowy

(%) Rebook now

{31 want ta manually reboat: later

< Back Cancel

Kada se racunar restartuje, za podeSavanje wireless pristupa eduroam servisu, potrebno je uraditi
sledece: kliknuti Start -> Control Panel -> Network Connections. Zatim u tom prozoru desnim klikom
obeleziti Wireless Network Connection ikonu i odabrati opciju Properties.

*s Network Connections

File Edit ‘iew Favorites Tools  Advanced  Help :!
- ) @, -

e Back </ l_@ 7 Search /7 Folders

fddress ﬂ_, Metwork Connections V| Go

#| LAN or High-Speed Internet
Network Tasks

Create a new

conneckion Cisable

o ]
'-_",,'| Set up a home ar small =% Yiew Available Wireless Networks
affice netwark Local Area Connection
@ Change Windows Metwork cable unplugged Repair
Fireveall settings /M Realtek RTLE139/210% Farnily
i) Wiew availsble wireless Bridge Connections
nietwirks 1394 Connection "
‘; Disable this network it (lz’ao‘gzilctted.ﬁ.d ; Create Shartcut
device i et Adapter
% Reepair this connection Renanne

Iiﬂ Rename this connection

Change settings of this
conneckion

Properties

Other Places

[}r Conkral Panel
\:! Iy Mebwork Places
B My Documenks
:a Ity Computer
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Prozor koji ée se otvoriti je Wireless Network Connection Properties. U klize¢em delu prozora pronaci
opciju Internet Protocol (TCP/IP), obeleziti je i kliknuti Properties.

-+ Wireless Network Connection Properties |E|E|

General | wireless Networks | Advanced |

Connect using;
‘ B2 IntellR) PROAisless LaM 2100 36 ‘

This connection uses the following items:

S AEGIS Protocol [IEEE 802.1%) v3.2.0.3 ~
== WLAN Transport
Internet Frotocal [TCRAR)

v
3 | =
Inztall... Uninztall

Description
Tranzmizzion Contral PratocalAntermet Protocal. The default
wide area network, protacal that provides communication
acrozs diverse interconnected netwaorks.

Shiow icon in notification area when connected
Maotify me when this connection has limited or no connectivity

ak. l l Catcel

Zatim, ako vec nisu obeleZene, obeleZiti opcije Obtain an IP address automaticaly i Obtain DNS
server address automaticaly. Na kraju kliknuti OK.

.E;_}'J.‘iraleu Metwork Connection Properties EI@

Internet Protocol (TCP/IP) Properties

General I.;@nlternate Eonfiguration-i

“ou can get IP settings assigned automatically if your network. supports
thiz capability, Otherwize, you need to ask vour network, administrator for
the appropriate |P settings.

(®) Obtain an IP addiess automatically
) Use the fallowing IP address:

I (#) Obtain DMS server address automatically I
() Use the following DMS server addresses:

Preferred C BiVEl |
[ Alternate DNG server |—

[ Ok ][ Cancel ]
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U glavhom prozoru odabrati Wireless Networks podesavanja.

-4 Wireless Network Connection Properties

General I Wwireless Metworks IAdvanced
| S——————— |

Connect using:

‘m IntellR] PROMwireless LAN 2100 38 ‘

This connection uzes the following items:

F AEGIS Protocol [IEEE 802.1%) +3.2.0.3 -
T wWLAM Transport
%= Irternet Pratacal [TCPAP)

v
< | =
Dezcription

Transmigsion Control Protocaol/Intemet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity

[ Ok l [ Cancel

Pa kliknuti na Add.. opciju da bi napravili novi profil za eduroam servis.

- Wireless Network Connection Properties |E|E|

General | wWirglezs Metworks |Advanced

|z windmaws to configure my wireless network, zettingsz

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below,

Wiew Wireless Metworks

Freferred networks:
Automatically connect to available networks in the order listed
bielow:

Add...

Learn about setting up wireless netwaork

configuration.

I (]S H Cancel ]

U prozoru koji ¢e se otvoriti, kod opcije Network name (SSID), upisati ime mreze: eduroam (bitno je
da sva slova budu mala!). U delu Wireless network key, za opcije Network Authentication i Data
encription u padajuéem meniju obeleziti WPA2 i AES respektivno. Na kraju kliknuti na tab

Authentication u vrhu prozora.
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-i- Wireless Metwork Connection Properties E||Z|
General | ‘wireless Metworks Advanced|

Wireless network properties

|
ﬁSSDCiatiDFI | Authentication |I Eonnecti0n|

Metwork name (5510

| edurcanm I |

[ Connect even if this network is not broadcasting

Wwirgless network, key

Thig network requires a key for the fallowing:

Wetwark Authentication: | WA v |

Data encryption:

Metwork ke | |

Canfirm network key: | |

Key indey [advanced):

The key iz provided far me autornatically

[] Thiz iz a computer-to-computer (ad hoc) netwark; wirsless
access paints are not uzed

[ ak J[ Cahicel ]

U Authentication prozoru za EAP type odabrati SecureW2 EAP-TTLS, zatim iskljuciti Authenticate as
computer when computer information is available. | na kraju kliknuti OK.

- Wireless Network Connection Properties

5| eduroam properties

Association | Authentication | Connection |

Select thiz option ta pravide authenticated netwark, access for
wirelezz Ethermet netwarks.

Enablz IEEE 802 1% authentization for thiz netwaork

EAP type: | Secure/2 EAP-TTLS v

Smart Card ar ather Certificate

[[] Authenticate as computer when computer infarmation is available

[] Authenticate as guest when user or computer information is
unayailable

L oK J Cancel
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Zatim u Wireless Network Connection Properties kliknuti OK i na taj nacin zatvoriti prozor.

-+ Wireless Network Connection Properties |E|[z|

General | Wireless Metwiarks |ﬁdvanced

[¥]il s Windows to configure my wireless network, setings

Avvailable networks:

To connect to, dizconnect from, or find out more information
about wireless networks in range, click the button below,

Wiew Wireless Metworks

Preferred networks:
Automatically connect ta available network s in the order listed

bl
1 eduroam [On Demand) torve up
tdorve down
Add. ] I Remove ] [ Fropertiez ]
Learn about zetting up wireless network, m
confiquration.
[ ] ] [ Cancel l

Na ovaj nacin je zavrSeno podeSavanje racunara kao i podeSavanje SecureW2 softvera u cilju
povezivanja na eduroam mrezu. Ova konfiguracija ¢e ostati saCuvana u racunaru i nije je potrebno
opet podesavati pri ponovnom pristupu eduroam-u.

Da bi pristupili eduroam servisu potrebno je da se nalazite u podrucju pokrivenim eduroam signalom,
za viSe informacija o tome gde sve postoje eduroam tacke pristupa pogledati na adresi:
http://monitor.eduroam.org/eduroam _map.php?kml=europe capital.

Potrebno je kliknuti na ikonicu u donjem desnom uglu ekrana, prikazanoj na slici:

1210

Sto ¢e otvoriti prozor Wireless Network Connection, u kome je potrebno odabrati eduroam mrezu
(ako se na listi ne vidi eduroam mreza, kliknuti na Refresh network list) i kliknuti Connect.
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Metwork Tasks

& Refresh network list

..—_'_’-; Set up a wireless network,
for & home or small office

Related Tasks

i) Learn about wireless
networking

Change the order of
preferred networks

'@ﬁ Change adwvanced
settings

5" Wireless Network Connection

Choose a wireless network

Click an item in the list below bo connect to a wireless network in range or to get more
information,

(CT)
(CT)
(Ci))
(CCI))

eduroam

‘You might need to enter addit

RMNO_Depkt

'f Security-enabled wireless netwark (WPAZ)

eduroam_cisco

'f Security-enabled wireless nebwork (WPAZ)

Lola{mt:s)

'“f Security-enabled wireless network (WPAZ)
Lolal7e

aalll
antll

anlll

-~

Nakon toga, ako je sve podeseno ispravno, trebalo bi da se Vas racunar konektuje na eduroam

mrezu.

Network Tasks

=. Refresh network list

<2 Setup a wireless network
for a hame or small office

Related Tasks

;y Learn about wireless
nekworking

% Change the arder of
preferred networks

Js Change advanced
settings

5" Wireless Network Connection

Choose a wireless network

Click. an itern in the list below bo connect to & wireless network in range or ko get more
infarmation.

((i}) eduroam

"f Securiby-enabled wireless network (WPAZ)

Connected f_‘f

(CT)
(CT)
(CT)

((?}) eduroam_cisco

"u) Security-enabled wireless network (WPAZ)

RCUB Guesk

Lola{mt:s)

Lolal7e

'r;) Securiby-enabled wireless nebwark (WPAZ)

*l) Security-enabled wireless nebwark (WPAZ)

*l) Security-enabled wireless nebwark (WPAZ)

antll
andll
alll

aill]

Disconneck
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